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(54) Method of getting access to a home network from remote 



(57) In ordor to allow access to a home network (5) 
via a first communication network (3) from remote by 
using a gateway (1), the gateway (1) additionally com- 
prises connecting means (6) connecting the gateway (1 ) 
to a second communication network (7) available for the 
user. The user can connect himself to the gateway (1) 
by using the second communication network (7) and a 
communication device connected to the second com- 
municat on network (7). thereby transferring data from 



the communication device to the gateway (1) to control 
the gateway (1) so that a connection of Ihe home net- 
work (5) to the first communication network (3) is estab- 
lished. In order that the gateway (1) establishes a con- 
nection between the home network (5) and the first com- 
munication network (3), the transferred data preferably 
includes a corresponding command and/or authentica- 
tion information. Thus, it is possible to establish a con- 
nection on demand, which lowers security risks and 
costs. 
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Description 

[0001] The present invention pertains to a method of 
getting access to a home network via an existing com- 
munication network, the home network and the commu- s 
nication network being connected by a gateway, and an 
apparatus therefore. 

[0002] A commonly used method for interconnecting 
and controlling home devices is to use home network- 
ing. Using such a home network, it is possible that any 10 
home device controls and communicates with any other 
home device. Further, it is possible to control these de- 
vices from remote. 

[0003] To do this, it may be desirable to use the Inter- 
net as a communication network connecting the remote '5 
user to the home network. Such a connection can be 
realized by a gateway as an interface between the home 
network and the Internet, for example. 
[0004] However, in such a case, il is necessary to 
have the gateway permanently connected to the Inter- 20 
net, which is expensive and represents a security haz- 
ard. 

[0005] It is an object of the present invention to pro- 
vide a method of getting access to a home network, 
which is low in cost, and which shows a high standard 2s 
of security. 

[0006] To solve this object, the present invention pro- 
vides a method of getting access to a home network via 
a first communication network, the home network and 
the first communication network being connected by a 30 
gateway which is characterized by the steps of contact- 
ing the gateway by using a communication device, and 
thereafter establishing a connection between the home 
network and the first communication network via the 
gateway. 35 
[0007] Further, the present invention provides a gate- 
way for connecting a user to a home network via a first 
communication network available for the user, the gate- 
way comprising a first connecting means connecting the 
gateway to the first communication network, and a sec- 40 
ond connecting means connecting the gateway to the 
home network, characterized by further comprising a 
third connecting means, connecting the gateway to a 
second communication network available for the user, 
processing means for processing data received by the 
third connecting means via the second communication 
network, and connection control means for establishing 
a connection between the home network and the first 
communication network via the first and the second con- 
necting means. so 
[0008] Further preferred embodiments of this method 
and gateway according to the present invention defined 
in independent claims 1 and 14. respectively, are de- 
scribed in the respective subclaims. 

[0009] An important aspect of the present invention is 55 
that the gateway is capable of establishing the connec- 
tion between the home network and the first communi- 
cation network itself. After the connection has been es- 



tablished by the gateway, the user can use this connec- 
tion in order to control home devices within the home 
network over the first communication network. 
[0010] The advantage thereof is that it is not neces- 
sary to have a permanent connection between the home 
network and the first communication network via the 
gateway, as this connection can be established on de- 
mand. In order to cause the gateway establishing the 
connection between the first communication network 
and the home network, the user preferably uses a sec- 
ond communication network connected to the gateway, 
which may be a telephone network, for example, and a 
communication device connected to the second com- 
munication network. Using a second communication 
network has the advantage that a connection can be es- 
tablished even if the gateway can not be contacted in 
its disconnected state over the first communication net- 
work. For example, If the first communication network is 
constituted by a telephone network, connecting the 
gateway to an Internet service provider (ISP), and by 
the internet, connecting the ISP to the user, and if the 
gateway is not connected to the ISP, it is not be possible 
for the user to contact the gateway via the first commu- 
nication network. However, using the present invention, 
the user can cause the gateway via the second commu- 
nication network dialing up to the ISP e.g. by using a 
gateway-built-in modem, thereby establishing a con- 
nection between the home network and the Internet. 
[001 1 ] Another advantage of the present invention is 
that it is possible to establish a connection between the 
user and the home network even if the user can not ac- 
cess a device like a modem or an ISDN-card for con- 
necting to the gateway directly by using such devices, 
as it is possible to transfer data including commands 
from the communication device via the second commu- 
nication network to the gateway, thereby causing the 
gateway to establish the connection itself. The estab- 
lished connection can then by used without a modem or 
an ISDN-card, a network card could be sufficient there- 
fore. 

[0012] The user may, for example, connect himself to 
the gateway via a telephone network by using a tele- 
phone as a communication device. After authentication 
using the key-pad of the telephone or the voice, the user 
can give commands to the gateway by using his voice 
or a key-pad, for example.Jhis way, he can control the 
gateway. As it is possible to use a mobile telephone, the 
present invention makes it possible to control the gate- 
way from almost every point. 

[0013] Since only the gateway needs to be controlled 
in this way only a very restricted set of commands is 
necessary in comparison to controlling the entire home 
network. 

[001 4] The procedure of authenticating is an addition- 
al step which decreases the security risk. The gateway 
analyzes an authenticating information and the com- 
mands sent to the gateway by the second communica- 
tion network by means like a touch tone analysis or a 
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voice recognition means., which are included in the gate- 
way. 

[0015] Alternatively, authenticating and controlling 
the gateway can be done by using the first communica- 
tion network after the connection has been established 
by the gateway. *ln this case no commands are neces- 
sary to cause the gateway to connect to the first com- 
munication network, since this could be done automat- 
ically by the gateway after receiving an incoming call 
and/or the telephone number of the remote user. 
[0016] In the case that the user needs information to 
use the established connection between the home net- 
work and the first communication network, the gateway 
sends this information to receiving means which is con- 
nected to the first communication network and/or to the 
second communication network, and which is available 
for the user. This makes it possible, for example, to teii 
the user dynamic IP addresses assigned by the ISP to 
Iho gateway, it the gateway has been dialing up to the 
ISP in ordei to use the Internet as a part of a first com- 
munication network. Thus, the user can supply the dy- 
namic IP numbers to his communication software : 
thereby connecting himself over the Internet and the 
gateway to the homo network, without dialing up to an 
ISP. For example, the gateway sends an e-mail over the 
first communication network to an e-mail box available 
for the user after the connection has been established 
or a SMS over the second communication network to a 
SMS enabled phone. Another possibility is to send a fac- 
simile. 

[001 7] In order to prevent an unnecessary connection 
in the case that the connection is not used, the gateway 
disconnects itself automatically from the first communi- 
cation network by breaking down the established con- 
nection after a predetermined period of time, if the es- 
tablished connection is not used within this period of 
time. Thus, unnecessary costs can be avoided. 
[0018] Further advantages and embodiments of the 
present nvention will be explained below in conjunction 
with the following drawing. 

Fig. 1 is an explanatory drawing showing a preferred 
embodiment of a gateway in accordance with 
the present invention. 

[0019J In the following description, a preferred em- 
bodiment of a gateway for realizing the method de- 
scribed above will be given. 

[0020] A gateway 1 comprises a first connecting 
m?ans 2 to connect the gateway to the first communi- 
c.Y.on network 3, and a second connecting means 4 
connecting the gateway 1 to the home network 5. 
[0021] According to the present invention, the gate- 
way further comprises a third connecting means 6, con- 
necting the gateway 1 to a second communication net- 
work 7 which is available for the user, a processing 
means 8 for processing data received by the third con- 
necting means 6 via the second communication network 



7, and a connection control means 9 tor establishing a 
connection between the home network 5 and the first 
communication network 3 via the first and the second 
connecting means 2, 4. 

5 [0022] The processing means 8 analyzes the data re- 
ceived by the third connecting means 6, which is pref- 
erably linked to a telephone network 7 or by the first con- 
necting means 2. To carry out the dala analyzation, the 
processing means 8 preferably includes a touch tone 

10 analysis means (not shown) or a voice recognition 
means (not shown). The processing means 8 extracts 
commands or authenticating information from the re- 
ceived data and sends them to the connection control 
means 9. The connection control means 9 organizes the 

is communication between the home network 5 and the 
first communication network 3 according to the received 
commands. For example, the connection control means 
9 causes the first connecting means 2 to dial-up to an 
ISP. Another possibility is to send information needed lo 

20 use the established connection over the first communi- 
cation network 3 to a receiving means 10 : which is con- 
nected to the f irst and/or the second communication net- 
work 3, 7. 

[0023] The receiving moans 1 0 is preferably an e-mail 
25 box, an SMS-enabled device, or a facsimile. 

[0024] The first communication network 3 preferabbiy 
is (or at least a part of it) the Internet, wherein the second 
communication network 7 preferably comprises a tele- 
phone network, for example the public telephone net- 
30 work, i. e. a combination of a mobile telephone network 
and a cable telephone network. In a preferred embodi- 
ment, the first communication network 3 comprises an 
ISP. 

[0025] In another embodiment, the first and/or the 
35 third connecting means 2, 6 comprise a modem or an 
ISDN box. 

[0026] The first and the third connecting means may 
be condensed together into one single connecting 
means 11 connected to only one of the communication 

40 networks 3, 7 or to both of them. The single connection 
means 1 1 preferably includes a modem or an ISDN box. 
[0027] In another embodiment, the first connecting 
means 3 and the third connecting means 6 are linked 
together such in that the communication via the first and 

45 the second communication network 3, 7 can be done 
exclusively with one of the first connecting means 2 and 
the third connecting means 6. 



50 Claims 

1. Method of getting access to a home network (5) via 
a first communication network (3), the home net- 
work (5) and the first communication network (3) be- 
55 jng connectable by a gateway (1).. characterized 
by the following steps: 

contacting the gateway (1 ) by using a commu- 
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2. 



nication device, and 

establishing a connection between the home 
network (5) and the first communication net- 
work (3) via the gateway (1). 

Method according to claim 1 , characterized in that 
the step of contacting the gateway (1 ) includes the 
step of transferring data from the communication 
device to the gateway (1 ). 

Method according to claim 2, characterized in that 
the step of establishing the connection between the 
homo network (5) and the first communication net- 
work (3) is done by the gateway (1 ) if the transferred 
data includes a corresponding command. 

Method according to one of the preceeding claims, 
characterized in that the step of contacting the 
gateway (1 ) is done by using a second communica- 
tion network (7). which is preferably a telephone 
network. 



5. Method according to one of the claims 2 to 4. char- 
acterized by a step of authenticating after or during 
the step of establishing a connection wherein au- 
thenticating data is transferred via the first commu- 
nication network (3) to the gateway ( 1 ), the gateway 
(1 ) blocking further action if the authenticating data 
does not match to authorization data of the qatewav 
(1). 



4. 



6. 



w 
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Method according to one of the claims 3 to 4, char- 
acterized in that the step of contacting the gateway 
(1) includes a step of authenticating by transferring 
authenticating data from the communication device 
via the second communication network (7) to the 
gateway (1), the gateway (1) blocking furtheraction 
if the authenticating data does not match to author- 
ization data of the gateway (1). 

Method according to one of the preceding claims, 
characterized in that necessary information need- 
ed to use the established connection between the 
home network (5) and the first communication net- 
work (3) is sent by the gateway (1) over the first 
communication network (1) or the second commu- 
nication network (7) to receiving means (10), which 
is connected to the first communication network (3) 
and/or to the second communication network (7) 
and which is available for the user. 
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Method according to one of the preceding claims, 
characterized In that at least one of the steps of 
authenticating and of transmitting data to the gate- 
way (1 ) is done by using a telephone as communi- 55 
cation device. 

Method according to claim 8, characterized in that 



at least one of the steps of authenticating and trans- 
mitting data is done by using the key-pad of the tel- 
ephone or by using the voice, and that the proce- 
dures of authenticating and transmitting data are 
controlled by an touch tone analysis means (8) or 
by a voice recognition means (8) included in the 
gateway (1). 

10. Method according to one of the preceding claims, 
characterized in that the gateway (1) dials-up to 
an Internet service provider for connecting the 
home network (5) via the gateway (1 ) to the Internet 
as the first communication network (3), if a corre- 
sponding command is included in the data trans- 
ferred from the communication device to the gate- 
way (1). 

11. Method according to one of claims 7 to 10, charac- 
terized in that the necessary information is sent in 
form of an e-mail, a SMS or a fax to the receiving 
means (10), which is a e-mailbox, a SMS-enabled 
device or a fax. 

12. Method according to one of tho preceding claims, 
characterized in that the communication device is 
both used as communication device and as receiv- 
ing means (10). 

13. Method according to one of the preceding claims, 
characterized in that the gateway (1) disconnects 
itself automatically from the first communication 
network (3) by breaking down the established con- 
nection after a predetermined period of time if the 
established connection is not used within this period 
of time. 

14. Gateway (1 ) for connecting a user to a home net- 
work via a first communication network (3) available 
for the user, the gateway (1 ) comprising a first con- 
necting means (2) connecting the gateway (1) to the 
first communication network (3). and a second con- 
necting means (4) connecting the gateway (1 ) to the 
home network (5), characterized by further com- 
prising 

• a third connecting means (6), connecting the 
gateway (1) to a second communication net- 
work (7) available for the user. 

• processing means (8) for processing data re- 
ceived by the third connecting means (6) via the 
second communication network (7) : and 

- connection control means (9) for establishing a 
connection between the home network (5) and 
the first communication network (3) via the first 
and the second connecting means (2, 4). 

15. Gateway (1) according to claim 14, characterized 
in that the processing means (8) comprises a touch 
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tone? analysis means or a voicG recognition means. 

16. Gateway 11) according to claim 14 or 15 : charac- 
terized in that the first and the third connecting 
me&ns (2, 6) are condensed together into one sin- 
gle connecting means (11), which is preferably a 
modem or an ISDN-box. connecting the gateway (1) 
to the first and the second communication network 
(3. 7). 

17. Gateway (1) according to one of the claims 14 to 
16, characterized by a receiving means (10). 
which is connected to the gateway (1 ) via the first 
or the second communication network (3 : 7) and 
reachable for the user, lor receiving information 
sent by the gateway (1) over the first or the second 
communication network (3, 7), 

18. Gateway (1) according to claim 17, characterized 
in that the receiving means (1 0) is an e-mailbox. a 20 
SMS-enabled device or a fax. 

19. Gateway (1) according to one of the claims 14 to 

1 8, characterized in that the Internet is at least part 
of the first communication network (3). 25 

20. Gateway (1) according to one of the claims 14 to 

19, characterized In that a telephone network is at 
least part of the second communication network (7). 

30 

21. Gateway (1) according to one of the claims 14 to 

20, characterized In that the first connecting 
means (2) comprises a modem or an ISDN-box. 

22. Gateway (1) according to one of the claims 14 to 35 

21, characterized in that the third connecting 
means (6) comprises a modem or an ISDN-box. 
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